
Zero-Trust  m ob ile security in  a 
perim eter-less w orld

PROTECTING DATA IN A PERIMETER-LESS W ORLD

Organ isat ions often  view  t heir securit y st rateg ies like a 
cast le. The off ice netw ork had  m ult ip le layers of perim eter 
security solu t ions (e.g . f irew all, w eb gatew ays etc.) to m ake  
it  as secure as possib le,  p rotect ing  the crow n jew els of 
business data. A g reat  st rategy w hen everyone w orked 
inside the off ice. 

Rem ote w orking  is g reat  for operat ional eff iciency, so 
organ isat ions need a security m odel that  supports 
em ployees as they w ork f rom  anyw here, f rom  a range of 
devices. The t rad it ional perim eter m odel poses challenges 
for organ isat ional security, exposing  your com pany to the 
risks f rom  m alw are and  data b reaches f rom  IT devices that  
are unknow n and unsafe. 

To address  security blindspots and weaknesses, and 
m ainta in a  strong defence around corpora te da ta , a  
different approach is needed.

Zero-Trust  solves these issues by inheren t ly d ist rust ing  any device or netw ork un t il t hey are 
authent icated  and proven to be safe. One m ethod of en forcing  Zero-Trust  p rincip les on  m ob iles 
is by blocking access to business resources f rom  devices tha t have not been verif ied as 
trustworthy. Com bined w ith  a m ove aw ay f rom  perim eter-based security st rateg ies and  tow ard  
validat ing  security health  of all devices, Zero-Trust  is a h igh ly effect ive m odel to secure p rivate 
data and  keep out  th reats.

 

"If you want to stop breaches, zero trust is the best way how."  Charlie Gero, Akamai Technologies

"em ployees using their 
own devices to access 
corporate data" 

"em ployees using 
unauthorized apps to 
access corporate data"

W hat  do CISOs w orry abou t?

Ivanti, EMEA CISO Survey: How the 
pandem ic has shifted CISO priorities, 2021



Trustd  act s as a Policy En forcem ent  Poin t , p rovid ing  access to your dat a on ly to 
t rusted  m ob ile devices.

The Trustd  app  m on itors the security risks of every m ob ile device in  your w orkforce, and  
w hether they shou ld  be allow ed access to your business data.  

HOW  TRUSTD UNIQUELY ENABLES ZERO-TRUST

The Trustd  app  acts as a t rust  b roker on  each device to validate the device is safe before g ran t ing  
access to com pany data, such  as em ail, Team s, Off ice docs, OneDrive etc. If at  any poin t  the 
device's t rustw orth iness changes (e.g . if it  connects to a netw ork w ith  m an-in -the-m idd le, or if 
t he user installs a m alw are Android  app), then  access to com pany resources is rest ricted  and  your 
organ isat ions? data rem ains safe. And if any of your users don?t  have the Trustd  app  installed , they 
sim p ly can?t  access com pany data on  their m ob ile devices.

How  is t h is d if feren t  f rom  ot her MTDs? 

Trustd 's un ique approach to Zero-Trust  m eans that  it  is the on ly sing le- solu t ion  MTD that  
enab les your Zero-t rust  st rategy for all of your m ob ile devices, w hether they're m anaged by an  
MDM/MAM or not .  

Most  MTDs feed  a device's th reat  status in to m ob ilit y m anagem ent  softw are like Microsoft  InTune 
to rest rict  access to com pany data. Trustd   uses the device health  status to rest rict  access to 
com pany resources f rom  m ob ile p lat form s at a  user-level, m ean ing  that  devices are p rotected  
even if t hey aren?t  know n or m anaged.

THE BENEFITS OF CONDITIONAL ACCESS

Reduces the risk of data b reaches, f ines and  dam ages f rom  cyberth reats

Enab les secure rem ote w orking  w ithout  com prom ising  eff iciency

Protects your p rivate data on  m ob iles, anyw here and on  any netw ork

Autom at ically allow s access to com pany data w hen a user's device is validated  
as t rusted , and  rest rict s access if it  becom es un t rusted



The Big  Manufacturing  Co. has 1000 
em ployees. The business dem ands a 
BYOD st rategy for the im portan t  
flexib ilit y, p roduct ivity and  cost -saving  
benef it s it  b rings. How ever, w hat  the 
security team  d iscovered  w as that  m any 
em ployees refused to use the com pany's 
m anagem ent  softw are, M icrosoft  In tune, 
on  their personal m ob ile phones and 
tab lets. Staff w ere w orried  about  the lack 
of p rivacy, as the IT team  w ould  be ab le 
to see th ings about  their locat ion , 
b row sing  behaviour, and  the apps 
installed  on  their devices.  

One op t ion  w ou ld  be to buy 
corporate-ow ned devices for em ployees. 
There w ere several issues w ith  th is, not  
least  of w h ich  w as the huge cost , and  
the  p rob lem  rem ained that  em ployees 
st ill ow ned personal devices. The 
cont inuous m erg ing  of business and  
personal life m eant  that  shadow  devices 
that  access business data w ere st ill a 
constan t  th reat . 

The solu t ion  that  w orked  best  for all 
stakeholders w as that  the com pany 
w ould  p rovide m ob ile phones to the 
sen ior m anagem ent  team  on ly, 
m anag ing  them  w ith  their MDM.        

The rest  of the w orkforce con t inued to 
access com pany data f rom  their 
personal devices if t hey w ished, but   
w ere inst ructed  to install t he Trustd    
app  - w h ich  puts em ployee privacy    
f irst , return ing  noth ing  but  the security 
health  status of the device. 

Because the Trustd  console (that  
com m unicates w ith  the Trustd  app  on  
all devices) talks d irect ly to Azure Act ive 
Directory, w ithout  relying  on  Microsoft  
In tune, it  m eans that  all t hose 
unm anaged personal devices can  be 
g iven  cond it ional access to com pany 
data, just  like those corporate-ow ned 
ones that  are m anaged by In tune. 

Here's an  exam p le of how  t h is w orks in  p ract ice. 

Not  all MTD vendors p rovide in teg rat ion  w ith  Mob ile App licat ion  
Managem ent  (MAM) and Mob ile Device Managem ent  (MDM), and  
those that  do often  on ly offer it  as part  of their p rem ium  licence t ier.  
No other MTD enab les a Zero-Trust  security m odel for unm anaged 
devices in  a sing le solu t ion  - p revent ing  access to business resources 
f rom  devices that  aren 't  enrolled  in  a m anagem ent  p lat form . Th is 
m akes Trustd  the ideal choice for organ isat ions that  w ant  to p rovide a 
secure BYOD environm ent .

"The power of a zero trust architecture comes from the access 
policies you define."
Zero trust architecture design principles, National Cyber Security Centre



App  t h reat s (Android )

- Malware apps
- Know n and unknow n threats
- Screen record ing
- Leaky apps
- Cam era/Microphone access
- App perm ission abuse

Netw ork  t h reat s (Android  & iOS)

- Man-in -the-Midd le at tacks
- Ph ish ing
- Malicious web scrip ts
- Malicious proxies
- Unsecured WiFi
- Weak WiFi security

Device t h reat s (Android  & iOS)
- OS exp loits
- Out  of date devices
- Vulnerab le conf igurat ion

W it h  Trustd  you  can  t rust  your m ob ile devices to m it igate dat a b reaches

In  m on itoring  each m ob ile device for these th reats, the Trustd  app  returns a security health  
status to the Trustd  console, w h ich  in  tu rn  talks to Microsoft  Azure Act ive Directory to g ran t  or 
deny access to your com pany data and  Microsoft  Cloud  apps. If t he device is un t rusted , the user 
sim p ly needs to follow  the st raigh t forw ard  gu idance in  the Trustd  app  to resolve the th reat  on  
the device, then  access is autom at ically restored . 

HOW  TRUSTD PROTECTS YOUR DATA

W eb: ht tps://w w w.bam boo.tech
Em ail: hello@bam boo.tech

Tel: 01242 246 700

W eb: ht tps://w w w.jc-cybersecurity.co.uk
Em ail: in fo@jc-cybersecurity.co.uk

Tel: 0333 305 0605

W eb: ht tps://ox365.co.uk
Em ail: off ice@ox365.co.uk
Tel: 0330 44 55 36

W eb: ht tps://com m sec.ie/
Em ail: sales@com m sec.ie
Tel: +353 1 536 7320

https://ox365.co.uk/
https://commsec.ie/
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